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Glossary of Terms
Clinical Risk

Combination of the severity (consequence) and likelihood (probability) of harm to a patient and the
likelihood of occurrence of that harm.

Clinical Risk

Systematic use of available information to identify and estimate a clinical risk.

Analysis
Clinical Risk Control

Process in which decisions are made and measures implemented by which clinical risks are reduced to, or
maintained within, specified levels.

Clinical Risk

Process used to assign values to the severity (consequence) of harm to a patient and the likelihood

Estimation

(probability) of occurrence of that harm.

Clinical Risk

Process of comparing a clinical risk against given risk criteria to determine the acceptability of the clinical

Evaluation

risk.

Clinical Risk

Systematic application of management policies, procedures, and practices to the tasks of analysing,

Management

evaluating, and controlling clinical risk.

(CRM)
Clinical Risk

A set of interrelated or interacting activities, defined by NHS Digital to meet the requirements of this

Management

standard with the objective of ensuring clinical safety in respect to the development, deployment and use of

(CRM) Process

[Health IT Systems].

Clinical Safety

Freedom from unacceptable clinical risk to patients.

Clinical Safety

NHS Digital accredited clinician responsible for ensuring the safety of [scoped Health IT Systems] through

Officer

the application of clinical risk management as set-out in the NHS Digital DCB 0160 Standard requirements.

Clinical Safety Case

A report that presents the arguments and supporting evidence that provides a compelling, comprehensible,

Report (CSCR)

and valid case that a system is safe for a given application in each environment.

Harm

Death, physical injury, psychological trauma and/or damage to the health or well-being of a patient.

Hazard

Potential source of harm to a patient.

Hazard Log

A mechanism for recording and communicating the on-going identification and resolution of hazards
associated with a Health IT System.

Health IT System

Products used to provide electronic information for health or social care purposes. The product may be
hardware, software, or a combination.

Initial Clinical Risk

The clinical risk derived during clinical risk estimation.

International

The organisation that develops and publishes International Standards.

Organisation for

Link at: https://www.iso.org/home.html

Standards (ISO)
Likelihood

Measure of the occurrence of harm.

(probability)
Residual Clinical

Clinical risk remaining after the application of risk control measures.

Risk
Severity

Measure of the possible consequences of a hazard.

(Consequence)
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1.0 Executive Summary
In the absence of any initial clinical risk assessment from the manufacturers of Video Conferencing (VC)
software, this ‘hybrid’ Clinical Safety Case Report (CSCR) is a formal and structured best endeavour Clinical
Risk Management (CRM) assessment for the intended use of VC within [a Health Care Organisation (HCO)].
The methodology used for the CRM assessment is consistent with requirements set out in the NHS Digital DCB
0160 Standard.

Following a rigorous process, methodological analysis, and further enquiry, supported with a body of evidence
from the literature, nine (9) potential clinical hazards arising from the intended use of VC have been identified.
These have been described and documented in the supporting Hazard Log1 which accompanies the CSCR.

The residual risk (after consideration and evidenced application of the provided controls) associated with each
hazard has been evaluate and a VC risk profile established, this is summarised as:

Residual Risk Classification

Residual Risk Acceptance Category

Number of VC Hazards

Low

Acceptable

1

Medium

Tolerable

8

Significant

Undesirable

0

Extreme

Unacceptable

0

The evaluated clinical risk has been obtained using the HCO’s risk acceptability criteria. The assessed
category of residual risk (following evidenced application of the provided controls) for VC is, at this time, is
assessed to be Tolerable.

1

See Attachments (Section 12.0) for current version (v0.5)
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2.0 Clinical Safety Statement and Safety Justification
Clinical Safety Statement
This document constitutes [the HCO] CSCR concerned with the intended use of VC software in current use or
under consideration. The CSCR:


Identifies 9-hazards for the VC software



Details the risk assessment, developed from considerations in respect to the scoped VC software
hazards, and



Communicates VC software hazards and clinical risks together with the controls required to further
mitigate the clinical risks of these hazards to the VC software.

Safety Justification
This hybrid, best endeavour CSCR asserts


All foreseeable ‘candidate’ VC hazards have been described, documented, and evaluated using the
prescribed methodology contained within the DCB 0160 Standard



Each of the hazards has been subject to due process and assessed using the SWIFT methodology



Hazard validation has been evidenced through a review of the literature.

Provided that the risk controls contained within the hazard log are successfully implemented and evidenced,
the clinical risk for each of the described hazards is either Tolerable or lower.
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3.0 Introduction
This VC software CSCR is a structured argument, supported by evidence, intended to justify that VC software
is tolerably safe for clinical use purpose and, in doing, so satisfy the requirements of the Design Coordination
Board (DCB) 0160 Standard.
VC software is generally a Commercial-of-the-Shelf (COTS) product used for making and receiving video calls.
As such, and as a suitable tool of choice for the clinical purposes for a consultation tool between a clinician and
service user,2 the final decision to use, or not use VC (together with the choice of the VC software) will
ultimately rest with the clinician. Because of the reasons set out in Section 5.0, and in consideration of the
hazards which may be realised though VC use in both clinical and management applications, this hybrid
CSCR’s assurance focus is concerned with providing VC software ‘holistic’ assurances for the intended use
described in the hazard log.
VC software is in extensive use within the National Health Service (NHS), providing assistances for day-to-day
collaboration, especially in the areas of health management and diagnosis by clinicians and medical training
purposes. VC is also a main technology tool to assist with management, administrative and support functions
within NHS organisations.

VC software for clinical use and form part of the NHS Long Term Plan, which outlined NHS England and NHS
Improvement’s commitment to service redesign, patient choice and the more efficient use of NHS clinical
resources. Following the COVIS-19 pandemic VC software has been pivotal in providing rapid, scalable, and
sustained transformation of service delivery, primarily to reduce unnecessary physical attendance, enabling
clinical services to be maintained during the prevailing global crisis.

While there are clinical risks to using VC software for clinical purposes which are discussed in this CSCR, the
final use and choice of VC software should also balance the practical, economic and environmental benefits to
service users which derive from the intended use. These include:


Reducing the need for service users to travel to NHS provider sites, saving service users, their families
and their carers time and money



Providing service users with the flexibility to have consultations in a place that is convenient to them,
thereby improving service user experience



Reducing the disruption to a service user’s day, reducing the amount of time they need to be out of
work / school to attend an appointment at an NHS provider site



Reduction of carbon emissions associated with travel, and,



The reduction of the spread of infectious diseases [such as COVID-19], by avoiding unnecessary
physical attendances at NHS provider sites.

2

Service Users are patients in an NHS setting and clients or service users in social care settings
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4.0 Reason for Producing the CSCR
The principle reason for producing the CSCR is to communicate and evidence that hazards associated with the
intended use of the scoped VC software have been identified and the associated risks evaluated. In doing so,
the CSCR is evidence of best endeavour compliance with NHS Digital requirements set out in the DCB 0160
Standard.
The production of CSCRs (with supporting processes and evidence) is considered best-practice because:
a. It has a Safety Assessment of risk at its core, facilitating the prioritisation of effort
b. Almost all overly complex industries, such as the National Health Service (NHS), particularly those
involving hazardous and / or complex processes are now regulated through CSCRs
a. Compliance with DCB 0160 is mandatory under the Health and Social Care Act 2012
c.

Structured, written records of safety decisions (the CSCR) mitigate against high HCO staff turnover and
the problems that such large HCOs historically have with corporate memory

d. Information developed within CSCRs can be developed, shared, and reused for similar circumstances,
facilitating feedback of lessons learnt and economies of scale
e. CSCRs together with efficient organisational safety management systems and a robust culture of
Safety reduce whole-life costs, facilitate better change management and Business-As-Usual (BAU),
business improvement, improved morale and efficiency by reducing the harm caused by hazards, and;
f.

Good quality CRM allows innovate approaches and facilitates the incorporation of both Health IT
engineering and clinical judgement (e.g. as a contribution into design), which works well in the Health
and Social Care Sector where decisions can often be complex and value judgements are often
required.
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5.0 DCB 0160 Compliance Limitations, the Impact of COVID-19 and
the Concept of a ‘Hybrid’ CSCR
DCB 0129 Compliance Limitations
The production of a CSCR for HCOs to meet DCB 0160 requirements is predicated on the basis of [the
Manufacturer] undertaking a clinical risk assessment to the required DCB 0129 Standard [for a Health IT
System] and documenting the findings; in turn, facilitating the HCO to consider how they might locally configure
the Health IT and conduct a further risk assessment (DCB 0160) so as to evidence the Health IT System is
acceptably safe for its intended use.
At the time of writing this CSCR and following a key work search (e.g. Safety Case, Clinical Safety Case
Report, DCB 0129), there is no evidence that the VC software Manufacturers have specifically produced
CSCRs to comply with the DCB 0129 Standard. This may be explained because the Manufactures of VC
software may not consider such software to be a ‘Health IT Systems’ per se, rather VC software being primarily
a means of remote communication.

The Impact of the COVID-19 Pandemic
Principally to facilitate social distancing and reduce the spread of the COVID-19, the accelerated deployment
and use of VC software for both service user consultations and for use among health and social care
professionals, is seen as expedient in terms of relative user of use, cost, and BAU transformation efficiencies,
all of which ensure health and social care services can continue to be delivered during such an acute health
crisis. This may explain why no DCB 0129 evidence is available.

The concepts of a ‘Hybrid’ CSCR
Because of this constraint, this VC software CSCR is essentially a hybrid, serving as a best endeavour to
consider DCB 0160 requirements in the absence of any initial DCB 0129 clinical risk assessment from ‘The
Manufacturer.’ The VC software clinical risk research evidence used to develop and validate the arguments is
taken from information and lessons learnt available in the public domain, and, significantly, credited and such in
this hybrid CSCR.
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6.0 Scope
VC Specific
This CSCR is a CRM contribution to facilitate clarifying the approach [a HCO] may take to enabling digital care
for service users and effective remote working via VC software for staff during the pandemic and evidences
best endeavours’ requirements compliance with the NHS Digital DCB 0160 Standard.

While not exhaustive, in relation to each of the VC software tools in current use or under consideration, the
scope of clinical risk activities encompasses VC software functionality and intended use within and by:


HCO to Internal Organisation / 1-2-1



HCO to External Organisation / 1-2-1



HCO to Internal Organisation / Groups



HCO to External Organisation / Groups



HCO to Service user / 1-2-1



HCO to Service user / Groups.

General
The requirements set out in the DCB 0160 Standard and applied are not controlled by medical device
regulations. From a due diligence perspective, it is noted that the DCB 0160 requirements are broadly
consistent with the requirements of ISO 149713.

The production of this CSCR evidences the assiduousness to best endeavour CRM principles, processes and
activities undertaken and underpins the quality of the CSCR. Where practical, these encompass:
1. A thorough understanding of VC hardware and software and the HCO configuration, test and
deployment practices being used to implement the VC software(s); and,
2. A thorough understanding of:
a. Introduced clinical functionality (if any) that the VC software(s) are providing (or replicating)
b. VC software(s) usability issues which may result in unintended consequences to end-users
and / or Service users
c.

The (front-ended) assessment of any known deficiencies in VC software(s) and / or supporting
business activities

d. The opportunity to raise awareness of how CRM aligns with [a HCO’s] wider governance
processes and the significance and importance of clinical risk assessment being carried out
completely and competently; and,
e. An expedient ‘best endeavours’ clinical risk assessment process which incorporates the
application of NHS Digital recognised methodologies and good CRM practice.

3

ISO 14971 is an ISO Standard for the application of Clinical Risk Management to Medical Devices
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7.0 Approach, Safety Analysis Method and Process
Approach
While the absence of any meaningful VC software Health IT risks being made available from the Manufacturers
of VC software presents a challenge, the approach methodology encompasses the fundamental principles that
are well described in the DCB 0160 Standard. In respect to VS software, and specifically from a ‘Health IT’
System CRM perspective, the quality and such depth of enquiry has examined:


What could go wrong?



What is the magnitude of the presenting (initial) risk?



What controls are required to mitigate the risk?



With the application (and evidence) of the controls, is the residual risk mitigated to an acceptable
(tolerable) level?

Safety Analysis Method
The CRM process follows the stages defined in the DCB 0160 Standard. These are summarised in the table 1
below and in respect to the stages within scope, these are contained within the area bordered in red in the
table. Note: the numbers in parentheses refer to the sections detailed in the DCB 0160 Standard.
Table 1: CRM Process
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Process
To generate ‘candidate’ clinical hazards, best endeavours has encompassed:
1. A review of the literature concerned with VC use and process was undertaken
2. Where possible, the key functions of the VC software have been subjected to a Structured What-If
(SWIFT) analysis and consideration was given to reasonably foreseen VC operating considerations
3. The clinical risk for each hazard was estimated and evaluated based on a combination of the hazard’s
severity and the likelihood of a service user coming to harm of the stipulated severity using the
4. The initial clinical risk for each hazard was identified was estimated and evaluated based on the
likelihood and impact of a service user being harmed, this evaluation uses NHS risk acceptability
criteria [generally] used to assess the potential clinical risk
5. Where the clinical risk was considered unacceptable or undesirable, control option analysis took place
to examine opportunities for further mitigation
6. Where further controls were required, prioritised strategies which were most likely to be effective (i.e.
through local configuration). Only where these measures were deemed to be impractical were fewer
effective means of control (such as information provision) considered
7. The output material has been preserved in the CRM File
8. This process allows for candidate clinical hazards to be generated and used to create a VC hazard log.

Structured What-If Technique (SWIFT)
The Structured What-If Technique (SWIFT) is a systematic method of hazard identification. In respect to ‘best
endeavours’ the technique is an analysis of potential deviations from expected [VC] business processes. Prior
to applying the technique, a series of key words are constructed. A clinical or system business process is
broken down into individual tasks. The key words are tested against each task to generate ideas for hazards,
causes and controls. Application of SWIFT will ask whether the task could be:


Performed incorrectly



Performed incompletely



Performed inappropriately or for the wrong reasons



Performed at the wrong time



Performed against the wrong service user(s)



Performed more than once



Performed but resulted in confusion



Not performed.

Additional guidewords may be generated during the analysis.
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8.0 Assurance
Brief Summary of the Research Literature
While not exhaustive, the literature review4 specifically considers potential VC clinical hazards, known issues or
other shared learning in terms of the potential for unintentional or intentional harm.

A considerable body of the literature is reflective of VC software considerations arising from the pandemic,
primarily to avoid face-to-face contact. Such health system considerations and modelling are concerned with
the challenges of scaling-up at speed. Many of the publications are concerned with risks that relate to GDPR
and, as such VC software Information Governance and Cyber Security considerations rather than VC software
CRM considerations which relate specifically to DCB 0160 Standard considerations.
There are, however, notable recent exceptions which serve to inform the creation and subsequent
consideration of candidate clinical risk related hazards arising from the deployment and use of VC software.

The University of Oxford Interdisciplinary Research in Health Studies (IRIHS) has produced a paper providing
information for General Practitioners (GPs) on the use of VCs, concluding there is “a large body of research,
most of which has been done in hospital outpatient settings, [suggesting] that video consultations (VCs) using
modern technologies appear broadly safe for low-risk service users”. While GP practice focused, many of the
considerations discussed in the paper transfer well into other NHS care settings, the paper’s primary focus
being to consider five questions:
1. When are video consultations appropriate in primary care?
2. How can a GP practice get set up for video consultations?
3. How can a clinician conduct a high-quality video consultation in primary care?
4. How should service users prepare for, and participate in, video consultations?
5. What is the research evidence for the quality and safety of video consultations?
The paper has recently been published in the British Medical Journal (BMJ). Because of the value of this
shared research learning in respect to candidate hazard considerations, the research evidence is credited and
reproduced in full.


A large body of research, most of which has been done in hospital outpatient settings, suggests that
video consultations (VCs) using modern technologies appear broadly safe for low-risk service users.
There is limited research on the use of VC in acute epidemic situations or general practice
settings.



The research literature consists mainly of underpowered randomised controlled trials on highly selected
populations who are not acutely ill. In such trials, VCs were associated with high service user and staff
satisfaction, similar clinical outcomes and (sometimes) modest cost savings compared to traditional

4

The supporting references are provided in Section X.X
----------------------------------------------------------------------------------------------------------------------------- ----------------------------

Commercial
Confidential

© Mable & Florence Ltd. All rights reserved. This document contains confidential and/or proprietary information
belonging to Male & Florence Ltd. which may not be reproduced or transmitted in any form or by any means without
the express written consent of Mable & Florence Ltd.

Page 15 of 35

Summary Video Conferencing Clinical Safety Case Report v0.9
consultations. These studies have not turned up any unforeseen harm but their relevance to the
current COVID outbreak is limited.


[IRIHS] previous research shows that dependability and a good technical connection (to avoid lag)
are important. If technical connection is high-quality, clinicians and service users tend to communicate
in much the same way as in a face-to-face consultation. Minor technical breakdowns (e.g. difficulty
establishing an audio connection before getting started, or temporary freezing of the picture) tend not to
cause major disruption to the clinical interaction. Major breakdowns, however, disrupt the ethos and
quality of the remote consultation and clinicians experience them as “unprofessional”.



[IRIHS] have also shown that it is possible but difficult to undertake a limited physical
examination via VC, especially if the service user has monitoring equipment at home and is confident
in using it. However, such examinations place a high burden on service users, who need to not only
take measurements but also ensure that the remote clinician is able to see that they are doing the
examination correctly.



Limited evidence from natural disasters (e.g. Australian bushfires) suggests that with careful planning
and additional resource, VC services can be mobilised quickly in an emergency.

In respect to securing the objectives of the HCO briefing paper, also provides four good practice guides which
build on VC related themes, these include:


When is video appropriate?



How can [a GP practice] get set-up?
o

The arrangements would transfer well in respect of any HCO planning considerations



How to do a high-quality consultation



A guide for service users on consulting by video

The literature review found two sources of valuable information published by NHS England and NHS
Improvement.
1. The first guidance document by NHS England and NHS Improvement and published in May 2020 is
entitled “Principles of safe video consulting in general practice during COVID-19”. As with the IRIHS
work, the key principles apply across the wider NHS. This publication refers to a clinical safety risk
assessment although following this through only links to the DCB 0160 Standard rather than providing
any informed insight into likely clinical hazards and risks concerning ‘safe video consulting although
there is useful section on ‘Safety Netting’ which underpins the importance of summarising key points
and the use of language. The use of secure NHSmail or MS Teams is advocated as a preferred
means of communication for colleagues to share appropriate information about the service user(s) /
client(s) being cared for.
2. The second guidance document published by NHS England and NHS Improvement and published in
March 2020 is entitled “Clinical guide for the management of remote consultations and remote working
in secondary care during the coronavirus pandemic.” In terms of risk and the use of VC software the
publication provides a valuable contribution in respect to workforce and the main considerations as
----------------------------------------------------------------------------------------------------------------------------- ---------------------------Commercial
Confidential

© Mable & Florence Ltd. All rights reserved. This document contains confidential and/or proprietary information
belonging to Male & Florence Ltd. which may not be reproduced or transmitted in any form or by any means without
the express written consent of Mable & Florence Ltd.

Page 16 of 35

Summary Video Conferencing Clinical Safety Case Report v0.9
these relate to VC software intended use and provides a guide to planning. The publication also
highlights the value of conducting risk assessments when considering service stratification and
individual service users.

From a VC software CRM perspective and specifically relating to informing candidate hazards, the IRIHS paper
brings two key lessons into sharp focus.
1. “The qualitative literature suggests that introducing VC services in a healthcare organisation or clinical
service is far more difficult that many people assume. Major changes to organisational roles, routines
and processes are often needed. Such initiatives tend to be more successful if the mindset is
“improving a service” rather than “implementing a technology.”
a. Any such ‘transformational’ tasks and processes should consider the consequences of
unintentionally introducing avoidable ‘latent’ hazards which may arise from the challenges of
scaling up [a VC model] at speed and any such mitigation of workaround arrangements
[that VC] arising from a complex change that disrupts long established processes and
routines
2. VC should supplement, not replace, the telephone, [VC] forming part of a wider strategy for remote
care. This evidenced based finding reminding all concerned about the value and use of the telephone
as a primary means of communication within the groups defined within the scope.

From a VC CRM hazard perspective, the known issues and other shared learning found in the literature is not
dissimilar to the hazards arising from deployment and use considerations of e-Consultation Systems. The GP
IT Futures (generic) hazard log produced by NHS Digital NHS Digital serves to highlight the salient hazard
themes discussed in this section and provides a robust baseline repository of ‘candidate’ hazards which should
be considered in respect to VC software CRM and for the purposes of transparency these hazards are
recorded in the hazard log.
Finally, It is noted that VC software intended use may be real-time (i.e. video, voice or text chat based), or
could be asynchronous (i.e. non-real-time) and may use, for example, form based review, self-triage, freeformat advice or template advice requests.
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9.0 Outcome of the Safety Assessment
VC Software(s) Clinical Risk Profile
Number of Initial Ranked Risks

Number of Residual Ranked Risks (with the
application of the controls)

Risk Classification

0

Extreme / Unacceptable

8

0

Significant / Undesirable

1

8

Medium / Tolerable

0

1

Low / Acceptable

Risks with a residual risk classification of extreme (unacceptable) and / or significant (undesirable) are
summarised in the CSCR. The full listing of all recorded VC software hazards can be found in the supporting
VC hazard log.
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Hazard Log Summary
The 8-VC hazards with an initial risk assessment of significant (undesirable) are summarised in the following
tables.
Hazard No.

1

Hazard Name

Clinical decision based on incorrect medical record data

Hazard Description

Clinical decision based on incorrect data due to patient identity error / wrong medical record used during VC
consultation

Potential Clinical Impact



Inappropriate patient care actioned

(Potential Harm)



Patient's presenting condition may not be treated and or deteriorate



Potential Harmful effect (e.g. allergic reaction)



Consultation recorded within wrong record with subsequent negative impacts



Potential delay in care

Possible / Potential /



Patient identity error

Actual Causes



Patient / medical record matching / selection error

Assessed Initial Clinical

Significant

Risk

[Undesirable]

Hazard VC Intended Use

HCO to Internal Organisation / 1-2-1: 

Applicability:

HCO to External Organisation / 1-2-1: 
HCO to Internal Organisation / Groups: 
HCO to External Organisation / Groups: 
HCO to Service User / 1-2-1: 
HCO to Service User / Groups: 

Control(s)

VC User Training


All clinician / care professionals involved in VC need to be trained to use the system and be made aware of the
issues that need to be considered



All clinician / care professionals involved in VC need to be made aware and understand agreed VC policy and
procedures

VC Business Process


Undertake a risk assessment before using VC software(s) for service user purposes



Local VC usage policy – ensure users of VC services comply to basic “do’s and don’ts” in using VC (e.g. VC
distractions and incorrect patient selection on primary EHR)



Robust change management to facilitate transformation

Re-assessed Residual

Medium

Clinical Risk with the

[Tolerable]

application of controls
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Hazard No.

2

Hazard Name

Clinical decision based on poor quality consultation

Hazard Description

Quality / effectiveness of VC consultation compromised, or used inappropriately

Potential Clinical Impact



Inappropriate patient care actioned

(Potential Harm)



Patient's presenting condition may not be treated and or deteriorate



Potential Harmful effect (e.g. allergic reaction)



Potential delay in care

Possible / Potential /

Issues with the quality of images, audio, direct messaging, or other data feeds

Actual Causes
Assessed Initial Clinical

Significant

Risk

[Undesirable]

Hazard VC Intended Use

HCO to Internal Organisation / 1-2-1: 

Applicability:

HCO to External Organisation / 1-2-1: 
HCO to Internal Organisation / Groups: 
HCO to External Organisation / Groups: 
HCO to Service User / 1-2-1: 
HCO to Service User / Groups: 

Control(s)

VC Configuration


Once it is agreed that VC should be used a pilot test should be conducted before rolling it out more widely. This
will enable both service users and staff to provide valuable feedback that may help to improve both the user
experience



Initial consideration should be given as to whether the VC resolution (e.g. full screen HD) is a priority. Bear in
mind that the quality of a videoconference will depend on the quality and resolution of webcams and strength of
the internet connection of each of the parties involved. Check whether the VC software(s) are fit for purpose



The purpose of a VC will determine which VC software capabilities are of greatest importance, for example, image
quality and resolution may be important when making any clinical physical assessment of a condition as the
displayed image may not be of sufficient detail, e.g. for visual identification of topical problems. Uninterrupted
streaming may be a paramount factor for interactive talking therapies, but a lower image resolution may be
acceptable



Ensure that all necessary updates for the specific VC software(s) are downloaded as they become available - these
updates can contain important security patches

VC User Training


All clinician / care professionals involved in VC need to be trained to use the system and be made aware of the
issues that need to be considered



All clinician / care professionals involved in VC need to be made aware and understand agreed VC policy and
procedures

VC Business Process


Undertake a risk assessment before using VC software(s) for service user purposes



Local VC usage policy – ensure users of VC services comply to basic “do’s and don’ts” in using VC (e.g. VC
distractions and subsequent incorrect patient selection on primary EHR)



Robust change management to facilitate transformation

Re-assessed Residual

Medium

Clinical Risk with the

[Tolerable]

application of controls
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Hazard No.

3

Hazard Name

Failed or incomplete VC consultation

Hazard Description

Issues with the service prevent VC consultation fully achieving its intended purpose

Potential Clinical Impact

Incomplete VC consultation

(Potential Harm)



Potential delay in care



Deterioration of patient condition



Additional anxiety caused

Possible / Potential /



VC consultation system is unavailable or fails during consultation

Actual Causes



VC consultation quality or performance is very poor

Assessed Initial Clinical

Extreme

Risk

[Unacceptable]

Hazard VC Intended Use

HCO to Internal Organisation / 1-2-1: 

Applicability:

HCO to External Organisation / 1-2-1: 
HCO to Internal Organisation / Groups: 
HCO to External Organisation / Groups: 
HCO to Service User / 1-2-1: 
HCO to Service User / Groups: 

Control(s)

VC Configuration


Consider How many will be using VC?



Concurrency of usage – how many users will be using the VC software at once



Usage profile scenarios – with whom will users be having conferences



VC infrastructure assessment to accommodate current and future VC services



Access to rooms / privacy considerations – fit for purpose?

VC User Training


All clinician / care professionals involved in VC need to be trained to use the system and be made aware of the
issues that need to be considered



All clinician / care professionals involved in VC need to be made aware and understand agreed VC policy,
procedures, and arrangements for access for support

VC Business Process


Undertake a risk assessment before using VC software(s) for service user purposes



Local VC usage policy – ensure users of VC services comply to basic “do’s and don’ts” in using VC (e.g. such as any
concurrency issues which may impact consultation / internal clinical review meetings etc. / Trust management
etc.)



Users understand the process for booking VC sessions [where such a provision is accommodated]



Helpline assistance



Robust change management to facilitate transformation

Re-assessed Residual

Significant

Clinical Risk with the

[Undesirable]

application of controls
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Hazard No.

4

Hazard Name

Clinical decision reached without sight of or with incomplete sight of full medical history

Hazard Description

VC consultation service may provide a partial view of the Patient / Client medical record therefore clinical decisions may
be reached without the benefit of pertinent information

Potential Clinical Impact

Inappropriate patient care actioned

(Potential Harm)



Patient's presenting condition may not be treated and or deteriorate



Potential Harmful effect (e.g. allergic reaction)



Potential delay in care [rescheduling on to appropriate format of appointment]



Inability to consider all co-morbidities or results of investigations

Possible / Potential /

VC software does not have access to all information available within the providing system e.g. diaries and reminders

Actual Causes
Assessed Initial Clinical

Significant

Risk

[Undesirable]

Hazard VC Intended Use

HCO to Internal Organisation / 1-2-1: 

Applicability:

HCO to External Organisation / 1-2-1: 
HCO to Internal Organisation / Groups: 
HCO to External Organisation / Groups: 
HCO to Service User / 1-2-1: 
HCO to Service User / Groups: 

Control(s)

VC User Training


All clinician / care professionals involved in VC need to be trained to use the system and be made aware of the
issues that need to be considered



All clinician / care professionals involved in VC need to be made aware and understand agreed VC policy and
procedures

VC Business Process


VC use does not unintentionally compromise existing policies and procedures for recording clinical information in
Service User's the primary EHR record

Re-assessed Residual

Medium

Clinical Risk with the

[Tolerable]

application of controls
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Hazard No.

No. 6

Hazard Name

Inappropriate treatment because of inability to investigate

Hazard Description

Diagnostic and treatment decisions without full clinical testing that would normally be expected. Tendency to be over
cautious proceeding with treatment where they would otherwise seek confirmation of diagnosis e.g. prescribing
antibiotics

Potential Clinical Impact

Inappropriate patient care actioned

(Potential Harm)



Patient's presenting condition may not be appropriate for VC consultation leading to



Potential Harmful effect (e.g. miss-diagnosis, allergic reaction)



Potential delay in care [rescheduling on to appropriate format of appointment]



VC consultation used where its clinically inappropriate, i.e. beyond the technical ability of the system or beyond

Possible / Potential /
Actual Causes

the care providers knowledge.


Failure of triage process to allocate appropriate format of consultation



Patient inappropriate for selection of consultation format

Assessed Initial Clinical

Significant

Risk

[Undesirable]

Hazard VC Intended Use

HCO to Internal Organisation / 1-2-1: 

Applicability:

HCO to External Organisation / 1-2-1: 
HCO to Internal Organisation / Groups: 
HCO to External Organisation / Groups: 
HCO to Service User / 1-2-1: 
HCO to Service User / Groups: 

Control(s)

VC User Training


All clinician / care professionals involved in VC need to be trained to use the system and be made aware of the
issues that need to be considered



All clinician / care professionals involved in VC need to be made aware and understand agreed VC policy and
procedures

VC Business Process


Undertake a risk assessment before using VC software(s) for service user purposes



A workshop or joint exercise is recommended to consider different categories of service users



VC is unlikely to be the right solution where the matters to be discussed may cause a service user distress or
anxiety, or to discuss matters of particular sensitivity (e.g. informing an individual that they have been diagnosed
with a terminal illness or potentially stigmatising condition)



Decisions about whether VC is a suitable form of communication with a service user need professional judgement
and sensitivity. It may not be the best approach even where a service user is keen



4. VC is unlikely to be the right solution where the matters to be discussed may cause a service user distress or
anxiety, or to discuss matters of particular sensitivity (e.g. informing an individual that they have been diagnosed
with a terminal illness or potentially stigmatising condition)

Re-assessed Residual

Medium

Clinical Risk with the

[Tolerable]

application of controls
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Hazard No.

No. 7

Hazard Name

Delayed emergency treatment

Hazard Description

Unable to provide emergency / lifesaving treatment immediately due to remoteness

Potential Clinical Impact

Inappropriate consultation format

(Potential Harm)



Patient's presenting condition may not be appropriate for VC consultation leading to



Potential Harmful effect (e.g. inability to provide emergency drug)



Potential delay in care while emergency / lifesaving care is arranged

Possible / Potential /

VC consultation used where its clinically inappropriate, i.e. emergency treatments not available

Actual Causes



Failure of triage process to allocate appropriate format of consultation



Patient inappropriate for selection of consultation format

Assessed Initial Clinical

Significant

Risk

[Undesirable]

Hazard VC Intended Use

HCO to Internal Organisation / 1-2-1: 

Applicability:

HCO to External Organisation / 1-2-1: 
HCO to Internal Organisation / Groups: 
HCO to External Organisation / Groups: 
HCO to Service User / 1-2-1: 
HCO to Service User / Groups: 

Control(s)

VC User Training


All clinician / care professionals involved in VC need to be trained to use the system and be made aware of the
issues that need to be considered



All clinician / care professionals involved in VC need to be made aware and understand agreed VC policy and
procedures

VC Business Process


Undertake a risk assessment before using VC software(s) for service user purposes



A workshop or joint exercise is recommended to consider different categories of service users



VC is unlikely to be the right solution where the matters to be discussed may cause a service user distress or
anxiety, or to discuss matters of particular sensitivity (e.g. informing an individual that they have been diagnosed
with a terminal illness or potentially stigmatising condition)



Decisions about whether VC is a suitable form of communication with a service user need professional judgement
and sensitivity. It may not be the best approach even where a service user is keen

Re-assessed Residual

Medium

Clinical Risk with the

[Tolerable]

application of controls
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Hazard No.

No. 8

Hazard Name

In-efficient use of resource

Hazard Description

In-efficient use of resource, increase in rescheduled and or follow up consultations due to limitations of VC consultation
(Clinician is not able to achieve full confidence in the quality of consultation), leading to additional consultations for the
same episode of care

Potential Clinical Impact

Potential delay in care

(Potential Harm)

Compound effect of in-efficiencies creating an additional (avoidable) burden to health / social care service

Possible / Potential /



Actual Causes

Clinician is not able to achieve full confidence in the quality of consultation (general format, or specific to
particular occurrence)



VC consultation used where its clinically inappropriate, i.e. emergency treatments not available



Failure of triage process to allocate appropriate format of consultation



Patient inappropriate for selection of consultation format

Assessed Initial Clinical

Significant

Risk

[Undesirable]

Hazard VC Intended Use

HCO to Internal Organisation / 1-2-1: 

Applicability:

HCO to External Organisation / 1-2-1: 
HCO to Internal Organisation / Groups: 
HCO to External Organisation / Groups: 
HCO to Service User / 1-2-1: 
HCO to Service User / Groups: 

Control(s)

VC User Training


All clinician / care professionals involved in VC need to be made aware and understand agreed VC policy and
procedures

VC Business Process


Undertake a risk assessment before using VC software(s) for service user purposes



A workshop or joint exercise is recommended to consider different categories of service users

Re-assessed Residual

Medium

Clinical Risk with the

[Tolerable]

application of controls
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Hazard No.

No. 9

Hazard Name

Inappropriate use of VC for remote examination

Hazard Description

Use of VC unintentionally compromises professional boundaries and thresholds of accepted, best practice already in
use
For example:
Capacity, Intimacy, Assessment of patients with potentially serious, high-risk conditions, Co-morbidities which may
adversely impact the Service Users ability to use VC, Deaf, Hard-of-Hearing Issues

Potential Clinical Impact

Inappropriate consultation format.

(Potential Harm)

Patient's presenting condition may not be appropriate for VC consultation leading to
Potential Harmful effect (e.g. inability to provide emergency drug)
Potential delay in care while emergency / lifesaving care is arranged
VC consultation used where its clinically inappropriate, i.e. beyond the technical ability of the system or beyond the
care providers knowledge.
Patient lacks capacity to participate in VC consultation, and no parent / guardian / appropriate person is available
Failure of triage process to allocate appropriate format of consultation
Patient inappropriate for selection of VC software consultation format

Assessed Initial Clinical

Significant

Risk

[Undesirable]

Hazard VC Intended Use

HCO to Internal Organisation / 1-2-1: 

Applicability:

HCO to External Organisation / 1-2-1: 
HCO to Internal Organisation / Groups: 
HCO to External Organisation / Groups: 
HCO to Service User / 1-2-1: 
HCO to Service User / Groups: 

Control(s)

VC User Training
All clinician / care professionals involved in VC need to be trained to use the system and be made aware of the issues
that need to be considered
All clinician / care professionals involved in VC need to be made aware and understand agreed VC policy and
procedures
Care must be taken not to bypass or jeopardise established HCO communication policies and protocols for secure
communications
VC Business Process
Undertake a risk assessment before using VC software(s) for service user purposes
A workshop or joint exercise is recommended to consider different categories of service users
Decisions about whether VC is a suitable form of communication with a service user need professional judgement and
sensitivity. It may not be the best approach even where a service user is keen
Before VC for consultations is used, conduct a Privacy Impact Assessment (PIA). This will provide assurance that VC use
will be secure, and that the privacy of service users will be maintained. Service users should be made aware that no
communication over the internet is entirely secure and should be provided with guidance on the secure use of [the
chosen VC] software
Supporting VC policies must make it clear that only corporate devices or personal mobile devices that have been
protected by adequate security should be used. This is typically achieved through network security controls and the
use of Mobile Device Management solutions

Re-assessed Residual

Medium

Clinical Risk with the

[Tolerable]

application of controls

----------------------------------------------------------------------------------------------------------------------------- ---------------------------Commercial
Confidential

© Mable & Florence Ltd. All rights reserved. This document contains confidential and/or proprietary information
belonging to Male & Florence Ltd. which may not be reproduced or transmitted in any form or by any means without
the express written consent of Mable & Florence Ltd.

Page 26 of 35

Summary Video Conferencing Clinical Safety Case Report v0.9

10.0 VC Software Hazard Control Considerations
VC Software Hazard Considerations for Clinicians / Care Professionals


To facilitate informing policy and practice, HCO should undertake a VC software use risk assessment
for Service User purposes.



A workshop or joint exercise might be of learning value to consider different categories of service users
and clinical / management need, for example:
o

Are there circumstances where care outcomes might be undermined by using this technology?

o

Should certain forms of care, (e.g. sexual health, addiction services) be excluded?

o

Information governance experts should be involved to ensure that any risks to privacy and
confidentiality are considered e.g. confidential or sensitive matters should only be discussed in
a private space (i.e. where others cannot overhear)



All clinician / care professionals involved in VC need to be trained to use the system and be made
aware of the issues that need to be considered



Decisions about whether VC is a suitable form of communication with a service user need professional
judgement and sensitivity. It may not be the best approach even where a service user is keen



VC is unlikely to be the right solution where the matters to be discussed may cause a service user
distress or anxiety, or to discuss matters of particular sensitivity (e.g. informing an individual that they
have been diagnosed with a terminal illness or potentially stigmatising condition)



Ensure that relevant outcomes are recorded within the service user’s Electric Health Record (EHR)
o

VC should not be recorded, unless the service user provides explicit consent to live recordings
and if provided this should be recorded in the EHR, conversely, confirm the VC is not being
recorded by the service user

o

Gain consent from VC service user if there is a valid requirement before recording
consultations



Consult medical indemnity insurer to clarify HCO position regarding VC intended use and service user
privacy, consent and record keeping intention (policy, protocol, audit etc.)



Consider robust change management to facilitate successful, sustained VC adoption and use
transformation.

VC Software Considerations for Information Governance Professionals


Before VC for consultations is used, you should conduct a Privacy Impact Assessment (PIA). This will
provide assurance that use of such solutions will be secure and that the privacy of service users will be
maintained. Service users should be made aware that no communication over the internet is entirely
secure and should be provided with guidance on the secure use of [the chosen VC] software



If [HCO] has chosen to use free VC software it is unlikely there will be any contract or service level
agreement in place with the provider, and therefore, in most instances, any recourse to legal action



The use of VC video for communicating particularly personal confidential or sensitive data is not
recommended as you will have no ‘control’ over the data being processed over the internet
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Any supporting [HCO] VC policies must make it clear that only corporate devices or personal mobile
devices that have been protected by adequate security should be used. This is typically achieved
through network security controls and the use of Mobile Device Management Solutions



Care must be taken not to bypass or jeopardise established HCO communication policies and
protocols for secure communications.

VC Software Hazard Considerations for Informatician Professionals


Once it is agreed that VC should be used you should run a pilot before rolling it out more widely. This
will enable both service users and staff to provide valuable feedback that may help to improve both the
user experience and security



Initial consideration should be given as to whether the VC resolution (e.g. full screen HD) is a priority.
You should also bear in mind that the quality of a videoconference will depend on the quality and
resolution of webcams and strength of the internet connection of each of the parties involved, and ask
yourselves whether your VC software(s) are fit for purpose



The purpose of a VC will determine which VC software capabilities are of greatest importance, for
example, image quality and resolution may be important when making any clinical physical assessment
of a condition as the displayed image may not be of sufficient detail, e.g. for visual identification of
topical problems. Uninterrupted streaming may be a paramount factor for interactive talking therapies,
but a lower image resolution may be acceptable



You must ensure that you verify the identity of the service user when using VC. This should be done
by the care professional making the call or using a trusted third-party service provider that uses a
robust authentication process



The VC service should be configured so that it is initiated via an outgoing call to a service user (to
ensure verification of identity) or using a trusted third-party service provider which operates a robust
authentication process



Where there is a separate VC login, the software should require the use of strong passwords when
activating the video conferencing account



You must ensure that you download all necessary updates for the specific VC software(s) as they
become available - these updates can contain important security patches.

VC Software Hazard Considerations for IT Technical / Facility Professionals
How many [Staff / Service Users] will be using VC?


Concurrency of usage – how many users will be using the VC software at once



Usage profile scenarios – with whom will users be having conferences

VC infrastructure assessment to accommodate current and future VC services


Access to rooms / privacy considerations – are these fit for purpose
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Non-functional


Local VC usage policy – ensure users of VC services comply to basic “do’s and don’ts” in using VC
(e.g. such as recording of sessions)



User guidance and training:
o

Users understand the process for booking VC sessions [where such a provision is
accommodated]

o

Users have the necessary [evidenced] training / guides to maximise the intended use of VC
provision

o

Helpline assistance.

VC Bandwidth
Insufficient VC bandwidth is a root cause of clinical hazards. The following table outlines bandwidth
consumptions across both VC software and different use case scenarios.
Scenarios

MS Teams

Skype

Zoom

Bandwidth (up / down)

Bandwidth (up / down)

Bandwidth (up / down)

Peer-to-peer calling

30-kbps

100-kbps

Peer-to-peer audio calling

130-kbps

300-kbps

500-kbps

500-kbps

600-kbps

1.2-Mbps

1.5-Mbps

1.5-Mbps

500-kbps / 8.0-Mbps

600-kbps / 1.2-Mbps

and screen sharing
Peer-to-peer quality video
calling
Peer-to-peer HD quality
video calling (HD resolution
720p)
Peer-to-peer HD quality

1.5-Mbps

video calling (HD resolution
1080p)
Group video calling

500-kbps / 1.0-Mbps

HD group video calling

1.0-Mbps / 2.0 Mbps

VC Software Hazard Considerations for Service Users
Whilst VC can bring benefits to both service users and care services, such as convenience, less travel and cost
savings, it should be offered as a choice, rather than a requirement. It should not be offered where care may
be undermined or where service users may struggle to cope. Service users need to understand that you
cannot provide any guarantees as to the quality or security of the service; neither can you provide any support
to resolve technical issues. Service users should also be made aware that they will need to have a good
quality internet connection to get the most out of [the] VC consultation. Service user consent to the use of VC
is required but need not be explicit.
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11.0 CRM Estimate and Acceptability Criteria
Estimation of Solution clinical risks is based on the combination of the severity (consequence) of occurrence of
harm to a patient and the probability (likelihood) of that harm. While there are a number of examples of
established good practice risk matrix in use within the NHS, the measures discussed in this document have
been obtained using the HCO’s risk acceptability criteria. It is noted that whichever risk matrix is preferred or
used, the objective is to provide an indicative, objective measure of risk.

Impact (Severity / Consequence) Descriptors
Table A (below) defines the descriptors for the impact (severity / consequences) associated with clinical
hazards. These categories reflect single incidents, which may affect individual patients or several patients at
once.
Table A: Impact (Severity / Consequence) Descriptors
Impact
(Severity /
Consequence)

Catastrophic

Major

Moderate

Minor

Insignificant

Impact
Severity / Consequence)
Score

Domain Severity Descriptor considerations;
Impact on the safety of patients, staff or public (physical/ psychological harm)

5

Incident leading to death
Multiple permanent injuries or irreversible health effects
An event which impacts on a large number of patients

4

Major injury leading to long-term incapacity / disability
Requiring time off work for >14 days
Increase in length of hospital stay by >15 days

3

Moderate injury requiring professional intervention
Requiring time off work for 4–14 days
Increase in length of hospital stay by 4–15 days
An event which impacts on a small number of patients

2

Minor injury or illness requiring minor intervention
Requiring time off work for <3 days
Increase in length of hospital stay by 1–3 days

1

Minimal injury requiring no / minimal intervention or treatment
No time off work required
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Likelihood (Probability) Descriptors
Likelihood (Probability) classifications and values are shown in table B.
Table B: Likelihood (Probability) Classification Measures
Likelihood
(Probability)

Likelihood
(Probability)
Score

Likelihood Frequency Descriptor considerations;

Will undoubtedly happen / reoccur, possibly frequently

Almost Certain

5

Likely

4

Will probably happen / reoccur but is not a persisting issue / circumstances

Possible

3

Might happen or reoccur occasionally

Unlikely

2

Do not expect it to happen / reoccur but it is possible it may do so

Rare

1

This will probably never happen / occur

Clinical Risk Classification Matrix
Table C combines in a two-dimensional matrix, used to compile hazard likelihood (probability) and severity
(consequence) to yield a measure (or value) of clinical risk.
Table C: Clinical Risk Classification Matrix
Impact
(Severity or
(Consequence)

Likelihood
(Probability)


Rare (1)

Unlikely (2)

Possible (3)

Likely (4)

Almost Certain
(5)


Catastrophic (5)

Moderate (5)

High (10)

Extreme (15)

Extreme (20)

Extreme (25)

Major (4)

Moderate (4)

High (8)

High (12)

Extreme (16)

Extreme (20)

Moderate (3)

Low (3)

Moderate (6)

High (9)

High (12)

Extreme (15)

Minor (2)

Low (2)

Moderate (4)

Moderate (6)

High (8)

High (10)

Insignificant (1)

Low (1)

Low (2)

Low (3)

Moderate (4)

Moderate (5)

Residual Risk Acceptance Categories
A key element of the clinical risk evaluation is to gain an understanding of the specific risk magnitude. Table D
below defines categories for the acceptance of the Solution derived residual risk associated with clinical
hazards and sets out the actions required for residual risks.
Table D: Residual Risk Acceptance Categories
Risk Classification

Residual Risk Range (P x S)

Residual Risk Acceptance Category

Low

1 to 2

Acceptable

Medium

4 to 6

Tolerable

Significant

8 to 12

Undesirable

Extreme

15 to 25

Unacceptable
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ALARP (As Low as Reasonably Practicable)
Table F sets-out the concept of ALARP, used to establish risk acceptance and justify the residual clinical risk
associated with the identified [clinical] hazard.
‘Practicable’ has two elements and any ALARP justification of residual risk should consider these two elements:


Technical practicability - the ability to achieve further risk reduction, and



Economic practicability - the cost of achieving further risk reduction.

Table F: ALARP

ALaRP is not prescriptive and requires considered, expert judgement to be expressed to substantiate a claim of
ALaRP, consequently, any such assessment is always subjective.
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